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JOB DESCRIPTION FOR CYBER SECURITY ENGINEER PROFILE

Dear Applicant:
We are seeking an experienced Cyber Security Engineer with a minimum of 5-6 years of
expertise in dynamic and static application security testing (DAST/SAST), blackbox and greybox
testing, as well as a strong background in security auditing according to industry standards such
as NIST, PCI, ISMS, and a deep understanding of IoT and IIoT security assessments. If you
have a passion for securing web applications and are committed to ensuring the highest levels
of security, we would like to hear from you

Job Summary:
As a Cyber Security Engineer with 5-6 years of experience, you will play a crucial role in
securing our web applications, systems, and networks. You will be responsible for performing
Dynamic Application Security Testing (DAST), Static Application Security Testing (SAST),
blackbox, greybox testing, security audits as per NIST, PCI, ISMS, and conducting security
assessments for IoT and IIoT environments. Your expertise will help ensure the confidentiality,
integrity, and availability of our systems and data.

Responsibilities:
● Perform Dynamic Application Security Testing (DAST) and Static Application Security

Testing (SAST) on web applications to identify vulnerabilities.
● Conduct blackbox and greybox testing to simulate real-world attack scenarios and

identify potential weaknesses.
● Perform security audits in accordance with NIST, PCI DSS, and ISMS standards to

assess compliance and identify security gaps.
● Assess the security of IoT and IIoT devices, networks, and protocols.
● Collaborate with development and infrastructure teams to remediate identified securitY

vulnerabilities.
● Create and maintain comprehensive documentation of security assessments, findings,

and remediation efforts.
● Stay up-to-date with the latest cybersecurity threats, vulnerabilities, and best practices.
● Participate in incident response and security incident investigations when necessary.
● Provide guidance and mentorship to junior members of the security team.



● Contribute to the development and implementation of security policies, procedures, and
controls.

Qualifications:
● Bachelor's degree in Computer Science, Information Security, or a related field. Master's

degree is a plus.
● Certified Information Systems Security Professional (CISSP), Certified Information

Security Manager (CISM), Certified Information Systems Auditor (CISA), or other
relevant certifications.

● 5-6 years of professional experience in cybersecurity, with a focus on DAST, SAST, and
web application security.

● Strong knowledge of security frameworks, standards, and regulations, including NIST,
PCI DSS, and ISMS.

● Experience with security assessments for IoT and IIoT environments.
● Proficiency in using security assessment tools and technologies.
● Excellent problem-solving and analytical skills.
● Strong communication and interpersonal skills.
● Ability to work independently and collaboratively in a team.
● Strong attention to detail and the ability to prioritize and manage multiple tasks.

Benefits:
- Competitive salary and benefits package.
- Opportunities for professional development and training.
- A collaborative and supportive work environment.
- Contribution to enhancing the organization's overall security posture.

If you are a passionate and experienced cybersecurity professional with expertise in DAST,
SAST, API security, infrastructure assessments, and compliance audits, we encourage you to
apply for this position. Join our team and play a critical role in ensuring the security of our
organization's digital assets and data.

Salary Package: 4 LPA- 10 LPA (Negotiable)

Job Type: Full time (In office)

Start Date: Immediate

Documents Requirement- Last job relieving letter, ID Proof, Last job offer letter, Updated cv,
Last qualification certificate



JOB DESCRIPTION FOR SENIOR BACKEND PRODUCT DEVELOPER PROFILE

Dear applicants,
We are looking for a person to join our team and take an active role in building up Software
products for our customers. The Candidate must have at least 3 years of experience in web
development. Our right candidate has experience in programming web applications and likes
smart solutions to complex problems. We are looking for a person that likes to build well
designed and beautiful software that our customers want to use.

About Company:
Certcube Labs Private Limited is an ISO 27001:2013 certified company. We offer services
across 7 broad spectrums – Assessments, Development ,Risk Advisory, Blockchain , Forensics
Investigations, MSSP & IT Security Trainings.
We have a strong Team of Enterprise corporate IT Security solutions. Certcube follows a
systematic and appropriate method towards understanding your overall business needs and
identifying every possible threat impacting on your business. Our team of Security consultants,
architects, security engineers, and experienced developers work together to provide seamless
services to defend the organization.
Our training division provides intensive, immersion cybersecurity training to upskilling the
professionals with tactical approaches to defend the overall infrastructure and maturing overall
GRC requirements in an organization. Our certification training programs are curated to
transform students into professionals, and professionals into pioneers of their field.

Job Summary:
As a Senior Backend Product Developer at Certcube, you will play a crucial role in developing
and enhancing our cybersecurity products. Your experience in React JS, Node JS, GraphQL,
and Generate AI will be invaluable in shaping the future of our product offerings.

Responsibilities:
1. Collaborate with product managers, designers, and frontend developers to understand
product requirements and translate them into technical specifications.

2. Develop and maintain backend systems using Node.js and GraphQL, ensuring high
performance, scalability, and security.

3. Integrate AI and machine learning capabilities into our cybersecurity products using Generate
AI and other relevant technologies.



4. Design and implement APIs for seamless communication between frontend and backend
components.

5. Ensure the security of our products by implementing best practices and staying up-to-date
with the latest cybersecurity trends.

6. Perform code reviews, identify and fix bugs, and optimize application performance.

7. Participate in the development of product roadmaps, making technical recommendations and
contributing to feature planning.

8. Mentor and guide junior developers, fostering a collaborative and innovative development
environment.

Qualifications:
1. Bachelor's or Master's degree in Computer Science, Software Engineering, or a related field.

2. 4-5 years of professional experience in backend development, with a strong focus on React
JS and Node JS.

3. Proven expertise in GraphQL and experience with Generate AI or other AI/ML frameworks.

4. Prior experience as a product developer in the cybersecurity domain is highly desirable.

5. Strong knowledge of cybersecurity concepts and best practices.

6. Proficiency in database design and management

7. Excellent problem-solving skills and the ability to work independently and in a team.

8. Strong communication skills, both written and verbal.

9. Certifications in relevant technologies or cybersecurity are advantageous.

Benefits:
1.The chance to make a meaningful impact by contributing to the development of cybersecurity
products that protect data and systems.
2.Potential for career advancement within the company, including promotions to higher-level
development or leadership roles.
3. An inclusive and positive company culture that fosters collaboration and innovation.



Salary Package: 6 LPA- 12 LPA (Negotiable)

Job Type: Full time (In office)

Start Date: Immediate

Documents Requirement- Last job relieving letter, ID Proof, Last job offer letter, Updated cv,
Last qualification certificate



JOB DESCRIPTION FOR SENIOR WEB DEVELOPER PROFILE

Dear applicants,
We are looking for a person to join our team and take an active role in building up Software
products for our customers. The Candidate must have at least 3 years of experience in web
development. Our right candidate has experience in programming web applications and likes
smart solutions to complex problems. We are looking for a person that likes to build well
designed and beautiful software that our customers want to use.

About Company:
Certcube Labs Private Limited is an ISO 27001:2013 certified company. We offer services
across 7 broad spectrums – Assessments, Development ,Risk Advisory, Blockchain , Forensics
Investigations, MSSP & IT Security Trainings.
We have a strong Team of Enterprise corporate IT Security solutions. Certcube follows a
systematic and appropriate method towards understanding your overall business needs and
identifying every possible threat impacting on your business. Our team of Security consultants,
architects, security engineers, and experienced developers work together to provide seamless
services to defend the organization.
Our training division provides intensive, immersion cybersecurity training to upskilling the
professionals with tactical approaches to defend the overall infrastructure and maturing overall
GRC requirements in an organization. Our certification training programs are curated to
transform students into professionals, and professionals into pioneers of their field.

Job Description:

We are seeking a highly skilled Web Developer with a strong background in CMS, Laravel,
WordPress, E-Commerce, Bootstrap JS, website designing, and a decent understanding of
cybersecurity. The ideal candidate should be passionate about creating visually appealing,
user-friendly, and secure web applications.

Responsibilities:

1. Front-End Development: Develop and maintain visually appealing and responsive web
interfaces using HTML, CSS, JavaScript, and Bootstrap JS.



2. CMS Integration: Work with content management systems like WordPress, Joomla, or
others to create and manage website content.

3. Laravel Development: Build and maintain web applications using the Laravel PHP
framework.

4. E-Commerce Development: Develop and enhance e-commerce websites, ensuring
seamless user experiences and transaction security.

5. Website Design: Create innovative and attractive web designs that align with the project's
requirements and branding guidelines.

6. Cybersecurity: Implement best practices in web security, including securing data,
preventing common web vulnerabilities, and maintaining user privacy.

7. Cross-Browser Compatibility: Ensure that web applications are compatible with various
browsers and devices.

8. Performance Optimization: Optimize website performance for faster loading times and
improved user experience.

Requirements:

1. Experience: 2-4 years of relevant experience in front-end development with a focus on CMS,
Laravel, WordPress, E-Commerce, Bootstrap JS, and website design.

2. CMS Experience: Proficiency in using and customizing popular CMS platforms like
WordPress, Joomla, or similar.

3. Laravel Expertise: Strong knowledge and experience with the Laravel PHP framework.

4. E-Commerce:Experience in developing and maintaining e-commerce websites.

5. Bootstrap JS: Proficiency in Bootstrap JavaScript framework for creating responsive web
designs.

6. Web Design: A creative eye for designing visually appealing and user-friendly websites.

7. Cybersecurity Knowledge: Familiarity with cybersecurity principles and best practices to
ensure the security of web applications.

8. Version Control: Experience with Git or similar version control systems.



9. Problem-Solving: Strong problem-solving skills and the ability to work independently or as
part of a team.

10. Communication: Excellent communication skills to collaborate effectively with team
members and clients.

Benefits:

- Competitive salary ranging from 3-6 LPA based on experience and skills.
- Opportunities for professional growth and development.
- A collaborative and innovative work environment.
- Flexible work hours and a healthy work-life balance.

If you are a talented Web Developer with a passion for creating secure and visually stunning
websites, we would love to hear from you. Apply now to join our dynamic team and contribute to
exciting web development projects.

Salary Package: 3 LPA- 6 LPA (Negotiable)

Job Type: Full time (In office)

Start Date: Immediate

Documents Requirement- Last job relieving letter, ID Proof, Last job offer letter, Updated cv,
Last qualification certificate



JOB DESCRIPTION FOR GRAPHIC DESIGNER PROFILE

Dear applicants,
We are looking for a highly creative graphic designer cum video editor who can take
conceptual ideas to create visual representations and professional video content. Our
ideal candidate will have expert knowledge of current design software’s and be skilled
with every step of the design process from concept to the final deliverable.
Collaborating with multiple teams at our company, the person should be able to take
direction from written or spoken ideas and convert them into a design that connects.
The successful candidate will have a thorough understanding of branding and
marketing, with the ability to vary style and layouts depending on the project. If you
think you have what it takes to bring ideas to life with visual impact, we want to hear
from you.

About Company:
Certcube Labs Private Limited is an ISO 27001:2013 certified company. We offer
services across 7 broad spectrums – Assessments, Development ,Risk Advisory,
Blockchain , Forensics Investigations, MSSP & IT Security Trainings.
We have a strong Team of Enterprise corporate IT Security solutions. Certcube
follows a systematic and appropriate method towards understanding your overall
business needs and identifying every possible threat impacting on your business. Our
team of Security consultants, architects, security engineers, and experienced
developers work together to provide seamless services to defend the organization.
Our training division provide intensive, immersion cybersecurity trainings to
upskilling the professionals with tactical approaches to defend the overall
infrastructure and maturing overall GRC requirements in an organization. Our
certification training programs are curated to transform students into professionals,
and professionals into pioneers of their field.

Job Summary:

We are looking for a talented and experienced Graphic Designer / Video Editor with a strong
proficiency in various software tools including Final Cut Pro, Motion, Adobe Creative Suite,
Blender, and DaVinci Resolve. The ideal candidate should have a keen eye for detail, creative
flair, and a track record of producing high-quality graphics and videos.



Responsibilities:

1. Video Editing: Edit and assemble raw footage and content to create engaging and visually
appealing videos for various platforms.

2. Graphic Design: Create visually striking graphics, animations, and visual effects for videos
and other marketing materials.

3. Software Proficiency: Be highly proficient in the use of Final Cut Pro, Motion, Adobe
Creative Suite (especially Photoshop), Blender, and DaVinci Resolve.

4. Color Correction: Perform color correction and grading to enhance the visual quality of
videos.

5. Sound Editing: Edit and enhance audio tracks to ensure the highest audio quality in videos.

6. Collaboration: Work closely with creative and marketing teams to understand project
requirements and deliver content that aligns with brand guidelines.

7. Project Management: Manage multiple projects simultaneously, meet deadlines, and ensure
the timely delivery of high-quality content.

8. Stay Updated: Keep up-to-date with industry trends and software updates to incorporate the
latest techniques and tools into projects.

Qualification:

1. Experience: A minimum of 3-4 years of professional experience in graphic design and video
editing.

2. Software Proficiency: Expertise in Final Cut Pro, Motion, Adobe Creative Suite (especially
Photoshop), Blender, and DaVinci Resolve.

3. Portfolio: A strong portfolio showcasing your work, including videos, graphics, and
animations.

4. Creativity: A creative mindset with the ability to think outside the box and deliver innovative
design solutions.



5. Attention to Detail: Strong attention to detail to ensure the quality and accuracy of all work.

6. Communication: Effective communication skills and the ability to collaborate with
cross-functional teams.

7. Adaptability: Ability to adapt to changing project requirements and deadlines.

Benefits:

- Competitive salary and benefits package.
- Opportunities for professional growth and development.
- A creative and collaborative work environment.
- Work on diverse and exciting projects.
- Access to the latest software and technology.

If you are a highly skilled Graphic Designer / Video Editor with expertise in Final Cut Pro,
Motion, Adobe Creative Suite, Blender, and DaVinci Resolve, and you have a passion for
creating visually stunning content, we invite you to apply for this position. Join our team and
contribute to our creative projects with your exceptional skills and creativity.

Salary Package: 3 LPA- 6 LPA (Negotiable)

Job Type: Full time (In office)

Start Date: Immediate

Documents Requirement- Last job relieving letter, ID Proof, Last job offer letter,

Updated cv, Last qualification certificate.


