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I.K- GUTRAL PUI{]AB TECHHICAL UXIVERSITY
(Registrar Office)

IKGPTU/REGlr\'flt{d Dabd: l'7 .A2.2O22

NOTIFICATION

Subl IT Pdict nor LK Guiral Punfab Tecfinical University

As approved by competent au$ority vide e-office file No. D1646/2021-[TS (Cornputer

No. 50748) dated 31.12.2021, the follorirq is S€ polrcy for use of IT Servis of the
Universi* and its Constituent Campuses:

1. PrcamHe

Tt€ I. K. Gujral Punjab Tecinial University was estblished by an Act of State

Legislailre on 16th January, 1997, to prwnote Technical, Man4ernent ard
Pharmaeutkal educatlon in tk state at degrce lorel ard aborc. Orer the years, the
Universi$ has grown subetantially in,terms of depar8nents ard Mmic programs as

well as in infrastructure. In the joumey of 13 years, University has established Main

Campus at l€purthala and fwe onstituent camsrses locatd at Mohali, Amritsar,

Hoshiarpur, Sultanpur Lodhi in the state of Punjab. Every *ake holder of the University

has requirements of IT services to work srnoothly. Realizing the imporbnce of such

sewies, Informatbn Techrnlogy cell has been esbblished in 2S8 for setting up bash

retuprk inftastructure in the University premises.

llccd for fT Poli€y

The basic purpme of tlnivenity's IT polhies is regardirg prottrtion of cornputer, email

and nehrcrk usage of all i*dividuals associated wi$r I.K. Gujral Puniilb Technical

Univenify. Inappopriate use makes the university vulnerable to risl$ stch as virus

attacks, misuselcommercial usage of official emails, cornpornise of nefiaork sr.*erns
ard servkes &.
Access to Sre information technobgy environment at I.K. Gujral Punjab Technical

Univenity is a privilege and must be treated as sudt bV all users. SLdenG, ftff and

other Stake holden are expected to be positive member of the UniversiS cnmunity,
which exM b cybetspae, by folloadng all University pdicies.

I.K. Gujnl Punjab Te*nkal Unirenity prwide all fmulty, snrden$ ald ffi with a
modern, fully rnnntorkd cornputt'g ard IT envirorunent for academk use.

Llsers of I.K. Gujnl funjab Technical Univenity omputing, ftettinxking and IT facilities

are expecbd b affie by Sle ruhs, rvhich arc intended to ptesen€ the utility ard
ftexibility of the systern, proect tfe privxy and uprk of str&nts and facu$, and
preserve our right to ams the intemational rehruorks to whk$ ft sy*m is

connected. In case of mmplaints, aprcpriah action to be taken wifl be deciffi ard
taken by the I.K. Gujral Punjab Tehnhal University Authoritis.

Tt€ IT departnrent of the University has implemented an intemet fdcittry throqh
o6kd fibre backbore connecting tha academic as well as administrative depaflrneflb.
Th€ IT depadnent should ensure 0€ interr€t facilitis b be prwiJed to ecft stake

hol&rs of the Unircnity. It also maintains the clotd server, ta€b serv€r, Mictmoft mail

server, adrnini*ative dahbase server. Slomefic server, CCTV, antivirus/erd point
protection, Universis domain, subdomains, various softmarclhardware, etc. of $e
Universi$.
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ln addition, it also maintains the compl.ltir€ rsources usd ry the taculty and $e / 
administration.

Maintenance of these computing resources has become a cause of serious cdlem
over the yeam. With $e increase in the size of Se cornputing resqlrses in the
University, r€ed has also arisen for streamlining the ptocess of procurement,

mainlemne and dispal of $e cornputirq resources in the University. A polsy
document in this regard has therefore becorne necesnry in the University.

2. The IT Policy

The IT policy shall irclu& the follo,ving aspects:

2.1. Sewices to be provided ry fre cornputer enfre (IT Services deparfnent)
2.2. Procurement of IT Infrastructure
2.3. Maintenane of IT Infiasbucture
7.4. N€t\,wrkirg fdcilities
2.5. Derabprnent, mainbnance ard upgradatim of $e sofraare.
2.6. Grcen Cornputing Practis
2.7. Dspcal of obde& or unr.saHe IT Inftasfirrture
2.8. Access control and usage of IT Intastnrcture
2.9. Risk l{anagement of IT Infrastnrcture
2.10. Goarputer Centre Committee
2.11. e-Content development and Management
2.L2. Violations of IT Policy

2,1 Seivics b be providd by tr€ Computer Centre

The Cwnputer Centre shall provk$ the folloMrg servirs:
.' Prwid@mputirqresoulffirenB.Facultytlemben"Adminis8a$on

and o&er stake holders.

o Set-up ard maintain $e t.Atl anC WiFi.

r FacilitaF Intemet, ernailseryices etc. to allUniwnity users.

o Mainbin trrc Univenity webites.
o Assist the Mministratim in Bte prrcs of Selectist and Prccurernent of

Computil'rg Resourcs.
r OrgBnize trainirg programs fior $e faculty and sbff ftom trne-to-tire.
r Provide r€cesiary support fior IT relaEd serviaes.

r Upgrcdation of IT infrastructure.
r Imphment \arious s0fuvan#$ree*h#por€ls hr srpo$enirg the pro6s.
r ffiwtirg SkillT6ts for recruiknents.

r Pmridirlg resoufw br aordurtirg online ocaminatirns
e Maintaining websib and &tabases fur variqs A*rnia as urdl as

a<aminatlon purrces.

\2 Proorcment of IT Intra*ructure

Tlre cornputing resources shall be procured by ttn Csnpubr &ntre fur
University. The process of procuranrent of the cornputing rsources bv the
6nputer C€ntre shall be as follows:

r The specjficatbns for Se compting rcsoure shall be riiorl<ed ert ry Ste
Cornputer Cen$e in mordination with Inter&r.

o The purdnse focss shall be as per university fpfms.
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2.3

2,*

l,fainbnance of IT lnfragtnrcturc

The post-warcnty maintenance of the cornputen, seruets and oser IT
equipmenfs shall be cankJ out throtryh At{C. The rquirement of AMC will
be depending upon the co$ and critical nature of tfe device. The procr.rrement

procss of AMC shall be rnanaged bV the computer center. A srnall h'tffer of
necessary IT eguipmenfs shall be maintairred fior temporary re$aernent in
critical usag€ cas6.

il*rorking facilities

The t-AN and Wi-Fi facility shall be provided and maintaird by $e Cornputer
Center, The l}N filility shall cover all $e acadernic depaflrnenb,
administrative depar$nents, onstituent campus, offtces, hdels, and the
residential area with the approval of competent authority. The wi-Fifmility shall

be provkted in the entirc campus in phased maruter. Apprcpnate tehnologies
sfall be used for the nefircrking. The procurefi€n| installation, dminiffiion
ard maintenance of tfe rehnprking equipnent shan be the respon$b{lity of the
fun$Jbr Centre.

Oeve*opnantr llairfrenance and Upgrdation cf Soiltrrarc

There shall be a mechanisn for dweloprnent, maintenarre and upgrcdation of
the softr,'*are/website/web portals etc. The softsare should be hcted and
marag€ throggh Curputer Centre" Optionally, the softrarclwebsitrdweb portal

can be @eloped/manag€d throtgh departrnent i$elf wi*r the apsoval of
wnpdent authori$. The user departrnents should take the responsibility to
suknit a Software Reguircrnent Specincation (SRS) describirg any need br new

softnare or upgadation of existing sofurare or maintenance, and the stipulated
Ume ffame for the seruice (i.e., urgency).

The Cornputer C.entre will consider the SRS and either recommerd $ird parly
service or take up tf€ task br in-house service. For in-house bsks, the
fumputer &ntre members may directly carry out the taslq or engage other
ncmbers, indtdirE stL&nts. Optionally, a(bmal professionals may also be
hired. Th€ safile may be val*Ja&d fom SF inten&r department ard pwi&
the uss areptarrce.

The Comfn kr Centre shall also be responsibb rnainbiniqg tfte Unilersity
Websile{s}. One of ne ertputer &nbe rnernbers shallact as tfe Web lvla$er.

Softirare procurcd or d€vebped sfeild be properly doomened and
rnainbined in-tpuse. Tail@ softrale, de€@ ry &ird partbs rnust prcv*te
the fullsodrr€ ode of $re so'ftrare.

Tte source cods of sofhmre detrelo@ in-house bofr by the sofr*are
professionals or stu&nb rnust be availaUe ard rnaintair€d ry &e computer
cnter personnel.

The softruare packages that have already been procurcd or dsrefoped in-house
will be distributed to different user depa*rnents based on Se user requirement
arss€ssrnent.

Grcel Compti*g Practies
Due to groring mflcern in environmental responsibility, the cornputing
rsourm shouK be used etrcienffy. The fulb,vir€ green mrnptfiirg practies
shall be ado$ed.
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2.7

r obsolete equiprnent disposal by following "upgradation and disposal of
obolete or unusable iT infrastructure" pohcy.

r use of certified erprgy efficient and environment friendly equipment
. Sharing printers over netrrork
o Keeping monitors in sleep mode or turn off mode when not in use
r Activatirq power rurnagemerit feature on cornputers and peripherals
e Use of email fior circulation of office documents and mems
r Reduce paper waste by printing as little as possibte

o Use of doubledded printing

r Refilling toner caftridge wherwer possible and buy back of batteries by
authorized vendors

Disposal of oboolefre or unssabh IT infrastnrcture

There shall be a central disposal committee as p€r university norms b assess
the status of the IT resources. The commitbe shall prepare "upgradation and
disposal of obsolete or unusable IT infrastructure" policy. A nnmber of tfie
corrcerned depafinent shall be a special invitee. The ornmit&e shallassss the
status of the resources periodically and shall be empowered to declare a
computing rsource as obsolete and to recomrnend its disposal. The resources
tagged as obsolete will be replaced by shte-of-the-art resources, subject to
availability of funds, without affecting the work of users.

Arce Control and Usage of IT infiastruclure

In respect of access control and usage of IT inftastructure the University policy
shall be as follows:

The University shall have the right to control the arccs to $e various
cornputing resources and dahbase in the University.

L. Rccessing undesiablelillegafharmfuUcopy right in frirging materials using
the University computir€ rmourcs is prohibited. The iffi to ttrose
mabrials/web$tes shall be blocked to $te extent possible. Log of rrcesses
to webites of doubtftrl nature shafl be mainbired ard sanr$ fum
time'to-time.

2. Users are expded b respect tfe privacy of otter users ard $ey may rrct
allor any o$rer person to use their passuord or sharc their aaq.rnt. It is

ttrc users' responsibility b protect Sreir acmunt ftorn unauthorized use by
charging passwords periodically ard u$rq passwords Srat are not easity
gucsed. Sharing of passnods br any purpoce whatsosrer is stricdy
prohibited.

3. Any afrempt to circumvent sys:tem security, guess offiers'passrrcrds, or in
any way gain unauthorired acess to tocal or network reources is

fiorbidden. Users may not use another pe6on's computing &count,
atternpt to forge an rcount identity, or use a false account or e-mail
address.

4. Downloading ard installing of nsn' softurare has to be done with $e
explicjt cons€nt of the rerytive facilrty in<harges. Insbllation of
unlicensed softr*are on university facilities, or on irdividwl machines
connected to the University netwod<, is prohibited and sole responsibility
of users.

2.8
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5, To the etent possible, users are expected to use only tieir official ernail
addrsses provided by univenity for otrcial comrnunicatio{1s wi$ drer
members of tfe University.

6. Recreational downloads and peer to peer connections fcr rgreational
purpoces are not allowed unlss it is mademic requirement.

7. Users are expected to bke proper carc of n€t$rork equigne& ard arc
expected to report any rnalfurrtion to $e Sff on du$ sr b &e indrarge
of the facillty.

8. Playing of Gams in University labcratories or usirq University facllitis for
same is prohibited.

9. The users shall mainbin discipfine ard shall not cause any damry to any
resource of U€ Cqnputer Centre and offer laboratories.

10. The users shall rpt king any fiood tlern to &e &rnpuer Cen$e.

11. Every user $all sbn a user acce&ne document msurirq to abicb by Sre

above rules at Ste Ume of aplyirg br Inlentet user login acmunt. $lith
&e approval of compe&nt autlprity dixiplinary xtbn shall be iniUated

against a us€r violating any of these rules and shall block his/her access

to the resources in the Cornputer Centre.

2.9 Ri*k flanaganent of IT infrastructrrc

With gmadrg deper#nof on IT infrasfurc&re, tf€ threats ard vulnerah{lities to
IT infrasftrturc are of great concem today. IT infmstn-cnre faces several risks

and the risk exposure may vary from tirne to tine. It is n*essary to perform IT
infta$uctnrc risk assess mention regular ba$s. Tte Unircrsity shall Hlow the
risk managernert policies as given below:

r Perlodic and Scfeduled back up of detain geo gnphically sepanted location.
r Keepirg IT inFastnrture under surveillarxce at cri$cal bcations.
r Use of fire alarm, stnoke alarm ard fire extirEuisher
r Earth guake resistant buiHings
r Use of Anti-virus bds for prffiirg servers, &ktops ard rtfulork devirs

fiun malunarcs

e Regular updatirg of softr*are with security paehs
r Regular u$tirg of ftlevall

LlO Coo|F|&r Centre Conrnit*e
T?€re sflall be a Cornputer Centre Cornmittee snsistirq of ore rryentatirre
frorn erch of $e user deparbrents with tlp Vie-,CharretlsffC ltonirree as k
drainnan ard the H00fin<harge of &e &nbe as its convener. The csnmitte
shall meet at lest orre in a semester to mrievv ft€ furrtionirg of $e IT
infrastructure and to take rnaior oprationaland pol6y deisions.

2.11 e-ContmtOsebpmcntand l{anagpment

bnp{$er Centre will crea& technologry enhanced leaming resource centre at
IKGfru to enhance quality of teaching and capfi.rre the diqital content in a high-
qualrty format wi$ less rnanpo$rer. It will encompass entire digital cofitent
dewloprnent cycle flom production to mnsumptiCIn ry U€ eftC user. All the
policie related to usage of leaminE resource cenfe will be finalized by

committee with approval of competent authoriftl.

We 5 o16
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Cornp.ter Centre will oeaF ttrhrdogy enharrced leaming resource centre at
IKGPTU to enhance qualrty of teachirq and capture the dbital content in a high-
q$hty fiormat with less manpoil,er. It will enccrnpass entire dbital content
developrnent cycle fiwn product*cn to consumption ry $e erd user. All tfe
policies related to usage of leaming resource centre will be finalized by
ommittee with approval of competent autfiority.

Lt?- tfdadon of lT Po$cy

Vidatlons of pohcy will be treated as acadernk misorduet, misdernsnqrr or
irdisciplire as appropriate. Depending upon the nature of the vktatix, tF
miven$ty authorttFs may frrre/or ard take an approgi& actlon as per penal

ryislons urder Indian la$,s. The poltcy rnay drange as and wten it is
considered appropriate ard nsar pdicis or tlp &anges in polry will bke efiect
immediately afur a brief annqrnernent I any rnans, e<nail,

ErdsL t{o.IKGPTU/RBC/I{F/ t17- 50 Darbd z l7.aZ,

A qy of tlte aborc is forwarded b &e follo*irg for information & nemary action deme:
1. Ssrebry b yre Chardbr: fur kind infonnatlx of fbn'He Vre €handbr.
2. Dean Afiademlc: b inform all Deprlty Dean (Faulty), l-bD's ffea&irg) and

Direerfndrarge (ffiituent Carnpses).
3. All l{oD'Ylncharye (F{on-Terchirg)
4. IT5: Upbad on University wehite.

RcAicSar
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-)
(IKGPTU AdministraUon Departments)

Budget Estimates 2023'24

AmL in la

Particularc Budget
Estimate
2023-24

2-0_Q

s.00
1.00
0.50
2.00

Ee$l_va!_qxpensesgtc
:glopltgn_t a nd_mallE0qlce Exp.

Insurance exP.etc.
45.00

16,St9ffTrypA 0.50_

1.00

iGrand Total 64.00

1s.0Q

290.00

1-q.Qp

h't

lT Services
i{G PTU, Jalandhar_Kapurthafa
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