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q
With the emergence of the Internet of 'I‘hings !(IoT) millions of devices and sensors are
connected to each other producing a huge ar;719unt of data. To analyze and compute the
data, it is sent to the cloud but because oflatex;]cy, bandwidth and storage problem we

1

need some computing paradigm near to edge ﬁlcvices. Fog computing is an extended
. . . | ! . . ¥
version of cloud computing which extend some of its services to the end user level. The

2
emerging rate of mobile traffic needs mobility and wide geographical distribution
which is fulfilled by Fog Computing. In this paper, we will discuss how Fog computing
is providing different services to the users which were lacking in cloud paradigm. We
will be discussing the main features of Fog computing and how it is solving challenges
faced by the IoT paradigm. | 1
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Abstract

Wireless Sensor Networks are emerging at a gre:
solutions for the sensitive and remote applicatio
environmental applications (Chatterjee and Pan

it pace due to their cost effective

1s like military, medical and
ley in Int J Sci Eng Res 5, 2014) [1].

But due to limited range, memory, processing and power supply, gathering of
important remote data from wireless sensors is really challenging, The use of ad hoc
network and radio waves for data transmission has also increased the chance for
attackers to attack on such networks. Various schemes have been proposed in the past
to fight against the attacks in WSN (Sahu and Pandey in Mod Educ Comput Sci 1:65—
71, 2014) [2], (Paul et al. in Wireless Sensor Network Security: A Survey. Auerbach
Publications, Florida, 2006) [3]. In this paper L}vcl) methods have been introduced, one

is light weight two way authentication method shz?t will prevent majority of attacks in
ering method that will detect and

prevent DDoS attacks in WSN. The results have been verified using the Network

Simulator 2 (NS2) on several performance metrics i.e, throughput, delay, lost packets,

WSN and other is traffic analysis based data fil

energy consumption and PDR.
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Abstract

Wireless sensor networks (WSN) are mainly deployed in an unattended and hostile
environment. So security is a major concern 'Lln these types of networks. Many routing
protocols have been designed in WSN, whichare responsible for maintaining the

routes in the network. We mainly focused on

LEACH, the most popular hierarchical

;
routing protocol. But the services of LEACH are threatened by various kinds of attacks

such as Black Hole, Selective Forwarding (Gr;:ly Hole), Sybil, and HELLO flood attacks.

In this paper, firstly we have discussed LEACH and then how it can be compromised

by Selective Forwarding Attack. The performa
attack and with the attack has been evaluated

nce of LEACH without the existence of:
in|terms of various performance metrics

such as packet delivery ratio, packet loss, and remaining energy of the network using

Network Simulator (NS-2). We have also emp
they have been threatened to Selective Forwar

lalsized on how to secure the network if
ding Attack. To detect the malicious

nodes in the network, we have proposed and implemented a detection strategy.
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Abstract

Wireless sensor networks are newer technology consisting of sensor nodes deployed in
. . {. ; .
an unattended environment which collect enyironmental data by sensing and then

. < S eaut % b 3 g
forward it to the base station. The security of WSN in such an environment is very

difficult. There are many routing protocols for V]VSN, but LEACH is the widely used
energy proficient hierarchical routing protocal which saves nodes energy by forming
clusters. In LEACH, cluster member forwards its data to the cluster head, which then
aggregate and forward the entire data it received from member nodes to the base
station. There are various types of attacks whiLh threaten the services of LEACH are
Sybil attack, black hole, selective forwarding, and Hello flooding attack. Hello flooding
attack is a type of Do§ attack which degrades the performance of LEACH by
continuously sending large number of cluster head advertisement packets. Inside this
text, firstly, we have discussed LEACH routin  protocol and how it can be
compromised by Hello flooding attackers. Once we threaten the services of LEACH by
Hello flood attack, the impact of attacks on the performance metrics of LEACH is
evaluated. In this paper, we have also propose(z a detection strategy using coordinator
nodes which detect the nodes causing Hello ﬂo!od attack and then prevent it. The
performance of algorithm is then tested using n:he NS-2 simulator.

l
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Packet Transmission
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Abstract. The self-motivated natdre

ol wircless ad-hoe networks deters the

possibility of a centralized solution. Also. no speciic node can acl as a cen-
tralized point due 10 energy and processing constraints. Constraint of non-

cenlralization demands efficient arnd

cflective transmission of dala between

nodes by sharing information whenever needed without any disruption. This co-

operation is a prodigious challenge |d

cious nodes in the network. Flence, lai

e (o the presence of covetous and mali-
asserted need ol some lightweight trust

based mechanism in differentiating among reliable and unreliable nodes arises.
‘This mechanism enhances security qu improve co-operation in nodes, Energy
cliiciency remains central (o the above segregation. Many trust-based methods

1

are proposed which use packel delivered ratio as the major parameter for direcl

trust calculation. This work presenty i
like routing overhead, energy level ete

nvestigation of other related paramelers
which can increase the cflectiveness of

lrust based mechanisms for early dclccu‘nn of malicious nodes along with packet

delivered ratio. Furthermore, an ame

proposed for wireless network.

Keywords: Wireless ad-hac networks

1 Introduction

iorated energy oplimization madel s

" Routing + Atlacks - Encrgy - MANET

Wireless systems are extensively in use for communication nowadays. Wireless sys-
tems have various characteristics like scalability, dynamic topology, low cost, easy

i

setup, mobility, high user density, multi h(U

[n ad hoc setup, nodes can move in or mo

y\wireless transmission and convenience [1].
ve out from the network at any time, causing

j 23] 2
the topology to change quickly and unpredictably. Each node in the ad hoc setup has to
work as a transmitter and a receiver. All nodes are in authority to create, operate and
maintain the ad hoc network. Wireless systems can be categorized into two types - the

infrastructure based wireless networks and
hoc networks).

MANET is an interconnected system
quickly and dynamically without requirin

the infrastructure-less wireless networks (ad

of wireless networks that can be designed
‘ ..
giany additional external router or access

point [ 2]. MANET is also sometimes referred as Self-Organizing Networks (SONs) [3].

€ Springer Nature Swilzerland AG 2020
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Anshu Bhasin, Ankita Sharma
Understanding and implc-i:mentation

of mthine learning using support vector
machine for efficient DDoS attack detection
|

Ab.slract: Excessive communication over the Il!nernet in the present era has made our
privacy vulnerable. With zoomed technology and engineering, it has in tum given
wider opportunity to the attackers to penetiate the network just like that of normal
users. When attacker's pu Ipose is to make any §peciﬁc server or network fail to normal
Services, it is called network denia!-of-sewic;‘e’(DoS) attack. Further, distributed DoS
(DDoS) attacks are launched through Zombie's. which are compromised machines. Re-
cently, for attack detection strategies, most of|the researchers and organizations are
opting for machine leaming (ML) techniques,| as these are cost-efficient than humans,
when itis about analyzing a huge amount of data. ML in cybersecurity holds the poten-
tial to handle areas of prediction, detection, anii continuous monitoring. This chapter
explores detailed contemporary research and préesents meliorated detection mechanism
for DDoS attack, based on one-class support vector machine (OC-SVM), an efficient ML
technique. More specifically, it focuses on ide;ntliﬁcation of high relevance feature ex-
traction that can exploit the classification cag’m’oility of OC-SVM for attack detection.
The proposed technique includes supewiseq l?aming, using NSL-KDD dataset and
works adroitly for DDoS attack detection. The empirical results on accuracy and de-
tection rate are compared with other existing methods. False alarm rate and training
speed are recorded to project the efficacy of the proposed system.

sk .

Keyword: cybersecurity, DDoS attacks, machjn’{e learning, one-class support vector
machine (0OC-SVM) l 1
1

!

1 Introduction |

|

Computer network technology has new-fangled thlrough Internet in the present era. Or-

ganizational and personal daily activities such las e-commerce, email, social network-

ing, online transactions include billions of users per second to depend heavily on

computer network. This excessive dependence on ﬁhe Internet leads to underlying secu-

rity issues toward our activities and make privacy yulnerable. Centre for Deliberate and

i
|
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ABSTRACT

Images have always been considered an ef

plications ranging from industry to academia.
essential in order to retrieve relevant images e
aims to elaborate one of the advanced concept

(CBIR) and image feature extraction using a
various radial moments are discussed with t
similarity measures are elaborated in depth,
an extensive set of experiments on benchma

INTRODUCTION

Images have always been considered an effe
plications ranging from industry to academi

l\l/loments for
e Retrieval

d)

dpter 14

0oja Sharma
University, India

AR mel

ective medium for presenting visual data in numerous ¢
Consequently, managing and indexing of images beco
ffectively and efficiently. Therefore, the proposed chap
v of image processing, i.e., Content Based Image Retriey
anced methods known as radial moments. In this chapt
elr properties. Besides, performance measures and vario

7|'he performance of radial moments is evaluated throu,
'k databases such as Kimia-99, MPEG- 7, COIL-100, etc
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h

ctive medium for presenting visual data in numerous aj

images are being generated everyday. Therefi

order to retrieve relevant images effectively and

back to 1970s. In 1979, a conference was hel

(Blaser, 1979). Since then, the research perlailkil

researchers (Chang and Fu, 1979; Chang and
traditional systems, textual annotations of ima
were searched using text based approach fro
query. A comprehensive survey of text based
et al. 1988). In text based image retrieval, in
navigation and browsing using standard keyw:
a cumbersome task, which requires intensive
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Chapter 17
Recognition lof Face Biometrics

Pooja Sharma
DAV University, India

ABSTRACT

In the proposed chapter, a novel, effective, m(d efficient approach to face recognition is presented, I is
a fusion of both global and local Jeatures of images, which significantly achieves higher recognitipn.
Initially, the global features of images are defermined using polar cosine transforms (PCTs), which exhibit
very less computation complexity as compared to other global feature extractors. For local Jfeatunres,
the rotation invariant local ternary patter m"are used rather than using the existing ones, which hlp
unproving the recognition rate and are in ali enment with the rotation invariant property of PCTs. Tthe
Jusion of both acquired global and local Jeatures is performed by mapping their features into a comnion
domain. Finally, the proposed hybrid (1/)/""1(11‘/1 provides a robust feature set for face recognition. The
experiments are performed on benchmark face databases, representing various expressions of faclal
images. The results of extensive set of experiments reveal the Supremacy of the proposed method oer
other approaches in terms of efficiency andirecognition results.

~

INTRODUCTION

Biometric is a recently emerged and vastly increasing technology, which has numerous applications |n
forensics, surveillance and security. Primarily, Hiomclric systemidentifies and recognizes human biologii-
cal features such as fingerprints, iris, hand cometry, and face recognition. The human face considef-
(o be a dynamic object exhibiting high crraliéiﬁ'm due 1o its appearance and expressions. Moreover, fade
recognition is a challenging area in real limclaqplicalions. Among other biometrics, face based recogn
tion has advantages in terms of uniqueness. To describe the facial images acquired using camera or othd
sources various descriptors are available, A mage descriptor can be region based/dense or contoyr
based/discrete. A region based descriptor computes features on all the pixels of the image, while contour
based descriptor computes on a subset of im¢ ge pixels. The region based descriptors can be termed as
global descriptors because these descriptors xlracl features by considering the entire image as a wholp
and represent the global characteristics of the image.

o

-
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Effective image retrieval using polar cosine transform and local binary

patterns
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Abstract

Abstract:

In this p.ap_er,_we..present—aﬂoveL,—effeetive,—and"efﬁcient‘a‘pproacn 10 Image refrieval. Basically-it-is-a—

Decument Sections

I. Introduction
Il. Feature Extraction
lII. Similarity Measure

IV. Experimental Study
and Performance
Analysis

fusion of both global and local features of images, which achieves significantly higher retrieval
competengy. Initially, the global features of images are determined using polar cosine transforms (PCTs).

For local features, we use rotation invariant local binary patterns (

RLBP) rather than using the existing

ones, which help in improving the retrieval rate and are in alignment with the rotation invariant property of
PCTs. The combination of both acquired global and local features is performed by mapping their features
into a common domain, Finally, the proposed hybrid approach provides a robust feature set for image
retrieval. Detailed experiments are performed on various sorts of image databases. The resuilts of
extensive set of experiments reveal the supremacy of the proposed approach over other approaches in

terms of efficiency and retrieval results.

vk sl
KGPL"’ 4] :d:a

st of Computer Seience & Engineefing
' S 3 A [ =]
v PTU Main Campus



]
|

{
{
|

:
Cryptanalysis of Ié’lf'otocol for Enhanced
Threshold Proxy Signature Scheme Based
on Elliptic Curve ‘ryptography

for Known Signers

Raman Kumar

Abstract The proxy signaturé is the elucidation to the entrustment of signing
capabilities in any secure electronic milieu. Numerous schemes are prophesied, but
they are chattels of information security. In this, T anticipate an enhanced secuj:

threshold proxy signature scheme based on elliptic curve cryptography. I compa

; i | 5 1k
the performance of scheme(s) with the performance of a scheme has been antidi-

pated by the writer of this article|formerly. I inyestigate enhanced threshold pro

y
signature scheme for diverse parameters like entropy, floating frequencies/intuitiye
synthesis, ASCII histogram, |autocorrelation, histogram analysis and vitany.

c

Consequently, the enhanced thrqshold proxy signature scheme based on ellipt
curve cryptography is safe and |effective against infamous conspiracy attack(s).

Keywords Proxy signature - Unforgeability - Secret sharing - Time constraint
Elliptic curve cryptography - Non-repudiation and threshold scheme for known
signers

1 Introduction

Nowadays Internet is close part of our life. The data going transversely via Interne
may be unsafe. There are a lot of examples for its illustrations. When I discus
ATM PIN, SSN, or some other secluded information, it becomes a complete divers
story. So, security engineering plays vital role for this.

Nowadays commercial milie, creating a framework for the validation betweer
notions and arenas, is quite difficult. Elliptic curve cryptography is one of the mos
powerful but slightest understood types of cryptography. An increasing number o
Web sites evolve extensive usage of elliptic curve cryptography to protect all as o
customer’s HTTPS acquaintances to know how they pass data among data centers
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Multifactor Auth
a Covert Approac

Raman Kumar and Uffe Kock [Wiil

Abstract Most of the network
cation for their wireless networ
theft and user’s data to security

ing. There is need to control these problems with the use of an enhanced multi

factor authentication approach.
authentication software for a w
user’s knowledge factor, user’s

if we use this schema both sta

rovide a much higher confidencelin the all prerequisite parameters of cryptocraph
P g $ prereq P yptograp

Keywords Multifactor authent
and authorization
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ntication Through Pk

service providers currently use two-factor authenti-

ks. This exposes the network subscribers to identif

threats like snooping, sniffing, spoofing and phi

The objective of this work is to create a multi-factor
reless network. Multi factor authentication involves

ically and dynamically. The three factors togeths

cation - One factor » Two factor - Authentication
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ssession factor and user’s inherence factor; thatfis
who the user is to be presented before system access can be granted. Multi fact
authentication depends mainly on|three factors: (1) Something a user knows, such
a password or PIN (2) Something a user has, such as a key, a card, or another kind
token (3) Something a user is, stich as a retina scan, or fingerprint. We may enhang
the reliability and security of the authentication mechanism by combining multip
authentication factors into a single model. Multi factor authentication is far bettd
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Review on Current Trends of Deep ®
Learning i

Stuti Mehla, Anjali Chaudha ry and Raman Kumar

Abstract Atrtificial Intelligence is that term which take Science to new horizons. n
field of computers, Al is described as where machine acts like human. Al has differ-
ent fields on the basis of problem i.e. machine learning, natural language processin
computer vision and robotics. To achieve these objectives several approaches are {n
trend like Symbolic Reasoning, Neural Network, Deep Learning and Evolutionary
Algorithms. Out of these, Neural Network and Deep learning are those approach¢s
which attracts the researchers. Both are inspired by biological neural network blFl[
Deep learning is more refined neural network in which feature extraction and abstrag-
tion is automatic as compared to Neural Network. In this chapter we will emphasige
on Al technologies and then foctis|on recent researches in field of Deep Learning i.¢.
Sentiment Analysis, WSN etc.

Keywords AI - Symbolic reas oning + RNN - Sentiment analysis + WSN

1 Introduction

According to Smitther Artificial Intelligence is that field of computer science wher
intelligentbehavior is created artificially. AT focuses on to make such machines whic
act intelligent as human mind do.| Basic aim of Al is to make cognitive machine
which can find solutions of probﬁem solving tasks, logical reasoning and can d

U e o
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Hybrid Homomor
Scheme for Secure

l
!

Bijeta Seth, Surjeet Dalal and

Abstract Cloud computing is the
the information processing system.
the Internet and is highly cost-effici

phic Encryption
ploud Data Storage

Raman Kumar

budding paradigm nowadays in the macrocosm

Check fd
. updated

It offers a variety of services for the users through
ent and flexible. Information storage in the cloud

is showing great attention. Yet, |despite all its advantages, security and privacy hds
evolved to be of significant apprehension in cloud computing and is discouraging fa¢-
tor for potential adopters. Constimers and businesses prefer online computing on

if their data are guaranteed to rem
discover techniques in the clireci l
encryption is one such techniqu
of cloud computing, namely ch
and cloud computing platforms

and their associated work in clou

ations to be performed in the proposed scheme for multi-clouds are presented. Th
cts related to different parameters of Homomor
stems. In this paper, our main work is to ensure th

report explains the details and effé
phic properties of some cryptosy
protection of information, thus &wé

morphic algorithm without compromising the protection of existing technique. I
Llpose an efficient Multicloud architecture so thd

|
our prospect work, we plan to pr
information is stored, maintaine!
Paillier approach.

Keywords Cloud computing * Security -+ Issues * Attacks - Homomorphic

encryption + RSA - ElGamal - P;:i
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10n of offering more confidentiality. Homomorphf
e.| This paper targets to study several key concep
aracteristics, delivery models, deployment model
The theme includes the security challenges/issue
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A Gamification Fr?mework @
for Redesigning the Learning G
Environment |

Rishipal, Sweta Saraff and Raman Kumar

Abstract In the modern education system, one of the major concerns today is main
taining students’ interest in the school curriculum. With the growing popularity of
gamification in various fields, it can serve as a useful pedagogical tool for the edu}
cators to make the learning environment more stimulating and immersive. There i$
a need for a succinct and coherent framework of gamification. Though gamification
cannot be a panacea for all maladies, our focus is on crafting a research based and
carefully designed model, so that we can utilize it to its maximum potential.

Play is innate to not only humans but also animals. In any “Play”, the primary
reinforcement is the fun element prlenjoyment. There is a freedom of choice, a sensé
of autonomy as game selection depends on the player’s interest, personality and leve
of difficulty. This empowerment jislone of the basic premises on which the concep
of “Play” lies on. “Play is not an optional leisure activity, but a biological imperative
that supports our cognitive and emotional well-being, occupying an important rolg
in our development as humans” '[l Often players are so engrossed in games that
they enjoy the challenges, slmply to achieve the desired targets and collect badges
Sometimes the game is so unmerslve that they become emotionally charged. The
players sometime develop a feehlnf,l of affiliation and sentimental attachment to the
CO-gaming peer group. f

A game is more structured than a play with clearly identified rules and goals.
Players engage in conflicts or challenges, even in a single user game they try to boost
their last scores. Learning is usua l not considered fun or entertaining, therefore “It
is much more challenging to keep the students motivated to engage in studies,” [2].
It is difficult to keep learners mativated in the process of acquiring a new skill or
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A Variant of Secret
with Poly-1305

Shakti Arora, Surjeet Dalal and

Abstract We are working in the
resources are available online at
accessible to all types of users. It
storage terms. We are dealing the
storage services. A number of r

in multiparty communication in

enhanced the basic model of AES with AES Poly Library 1305 and also redesigned

esearchers has designed and proposed a number
of techniques and algorithms for a;ssurance of storage services provided by cloud,
service providers. Our paper pres ents a modified approach of integrity verification

Sharing Protected

®

Check for
updates

Raman Kumar

era of cloud computing, where all of the required
pay-par-basis. It made all the IT industry easily]
provides the services in software, hardware and in
nodel of TAAS which provides on demand secured

decentrahzed cloud computing environment. We

the variant of secret sharing sche

communication overhead and sec

Keywords Entropy - CPU cycle

1 Introduction

A new revolution and advancements
and middleware or in can say revolutionary advancements in IT technology has led
to an emergence of wide global djs*ributed platform. Now a days cloud computing
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rm, for handlmo a secured group communication.
Our factors for evaluation are the hardness and randomness of key i.e. entropy off
the proposed technique and othe'r

measurable units which gives the efficiency of]
urity.

5 1 Poly-1305 - Encryption - Decryption
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Securing Bioinformatics Cloud for Big ®
Data: Budding Buzzword or a Glance Clesche

of the Future

Bijeta Seth, Surjeet Dalal and Raman Kumar

Abstract Insight to utilize the B

a paradigm; Cloud Computing is coming up as a guarantee to deal with big informa-
tion storage and scrutiny challenﬂes in the Bioinformatics field. Cloud computing
is viewed to be a cost effectual t chmque to process and accumulate this immense
quantity of data with parallel prog essmg tools and carried as “Services” through the
internet. Due to its fast and efﬁcwnt performance for data processing on cloud clus-

ters and easy to use environments,
dominantly used. This document

course for economical Bioinformatics clouds for the Big data and also the challenges
that would obstruct Bioinformatigs Blo data to take a stride towards the cloud. In this
document, we state an outl;ne of ithe applications of Bioinformatics clouds, merits,
and limitations of the current research activity methods used for storing Big Data in
Bioinformatics. The paper mentions how the existing dilemma can be addressed from

the perspective of Cloud computin

ensuring trust, a simulation comp AT ng the trust values for different Cloud providers

is being illustrated in Fog server. F

build up an efficient cloud data storage system employing different Bioinformatics

tools ensuring security so that vari
approach.

Keywords Big data - Bioinformatics * Cloud computing * Secure cloud -
Bioinformatics cloud tools + MapReduce + Fog
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g|data of Bioinformatics information generated by

The Hadoop parallel programming framework is
ill be bearing in the direction of the productive

g services in addition to Bioinformatics tools. For
or Future enhancements, efforts are being made to

ous Healthcare organizations are benefited by this
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Enhancing Gadgets
Scale Invariant Fea

Raman Kumar and Uffe Kock

Abstract ICT can help blind peo
paper proposes a new methodolog
transform (SIFT) that is expected

for Blinds Through ,
ture Transform Serkier

Wiil

ple in movement and direction-finding tasks. This
y for safe mobility based on scale invariant feature
to lead to higher precision and accuracy. Various

existing gadgets for visually imp

ired are examined, and the conclusion is that the

proposed methodology can enhance these gadgets.

Keywords Scale invariant feature transform - Visually impaired -

Partially-sighted and blind people

1 Introduction

One of the biggest recent advang
mobile technology. The Internet ¢
to be extracted that can be funda

es in technology is closely related to the use of
of Things (IoT) era enables plenty of information
mental in decision and recommendation making,

such as anticipating citizen problems and providing them with better services [1, 2].
The technological evolution has led to higher processing speeds, which made new
applications emerge at a faster pace. Smartphone features, such as navigation, sen-

soring and location-based informa
devices to people with some kind
partially-sighted people, blind pe
some visual disability) is a big cha
ing research [3, 4].
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tion, opens a new world of possibilities. Designing
of visually disability—visually impaired people,
ople—(we will use the term PVD—people with
llenge and subject to plenty of current and emerg-
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Design of a Low-Cost Sensor-Based IOT ®
System for Smart Irrigation hee

Kunal Singh and Raman Kumar

1 Introduction

Water is the most precious resource in agriculture. As agriculture is fundamentally
the most important sector of Indian economy, an appropriate measure to control
and regulate constant supply of olean water at different intervals of time in a year
is our utmost priority. It has bee bserved [1] through studies that the impact of]
climate change on the availabihtl/I f water throughout the year is appreciable and
has received much attention fr on'} scientific community in recent years. With ever-
increasing population of India, the| crop requirement would undoubtedly increase
every year to feed this growing popu]anon while the resources would remain
limited. With the advent of new tcchnologles and emerging sciences combined with
recent researches, it is now. posslblé to estimate the optimal resources required for
a particular crop production, whether it is moisture, nutrients, or temperature of
the field. It may be noted that in this world of competition, emerging technologies
in the field of communication, artificial Intelligence, robotics, and actuation have
flourished [2] beautifully and pr({)ved to be beneficial for the people of India and
other developing countries. It is nolw possible to buy powerful computing devices
inexpensively in these countries, and high cost is no longer a factor preventing
the implementation of these technologies in smart irrigation systems. It may be
noted that some of the Indian scientific communities, under ignorance and lack of

K. Singh (24)
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ANALYSIS AND DESIGN OF AN OPTIMIZED SECURE
AUDITING PROTOCOL FOR STORING DATA
DYNAMICALLY IN CLOUD COMPUTING
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Abstract b

|
The remote server (Cloud Service Provider (CSP)) store their fiam on cloud servers and users can access their data from cloud
servers while implementing the concept of cloud computing! Because of some security constraints in data outsourcing, the latest
concept of data hosting service also arises new security challenges; those challenges can be handled by third party auditing
service to check the data integrity in the cloud server. 'I'herc?uré few existing remote integrity checking methods those can serve
for static stored data but not able to work dynamically. In this paper, we develop three-tier security architecture for storing
multimedia files which include role base access control, encryption, and signature verification, Therefore, an enhanced secure
dynamic auditing protocol is proposed, which can store data correctly in the cloud. In the proposed scheme, both the combiner
and the third party auditor (TPA) can verify the integrity oF] th:c information that they are receiving from each other. Therefore,
the proposed an optimized secure dynamic auditing protocol is secure and efficient against various conspiracy attacks.
© 2016 Elsevier Ltd. All rights reserved. |
Selection and Peer-review under responsibility of International Conference on Processing of Materials, Minerals and Energy

(July 29th - 30th) 2016, Ongole, Andhra Pradesh, India. |

Packet delivery time and Throughput

Keywords:Cloud Computing, Communication overhead, Time cost t;')f individual client, Packet delivery ratio, Energy level, Average delay,
i
I
i

1. Introduction ‘
gt
!
MRl it S A E 4
The cloud computing is a well nourishing paradlgm.iThc NIST definition characterized on important aspects off
cloud computing and broad comparisons of cloud computing services and deployment strategies. The service and
formation models defined form a simple taxonomy not predetermined 1o constrain any particular method of
implementation, service delivery, or busines$ operat;ion. The hybrid cloud management platform performs some

!

2214-7853© 2016 Elsevier Lid. All rights reserved. { ’
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Effect of Randomization ;for Privacy Preservation on
Classification Tasks

Reena |
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ABSTRACT

Advances in the technology of information processing and storage
capacity generated a new term BIG DATA. Due to heterogeneous!
nature of Big Data there is always a concern with security and!
privacy. While extracting useful patterns and hidden knowledge!
from this huge data one question arises when data exposed toi
several parties how privacy of individual guaranteed and whethen
application of various privacy preservation techniques produces
generate accurate results. Privacy preservation technique prcvcnls!
a disclosure of sensitive attributes but it may not be at the cost of
information loss and quality of data. Different approaches are
applied to different type of attributes of data sets for prescrvatioxl‘

of privacy.

Keywords
Privacy Preserving Techniques, Data mining, Security.

1. INTRODUCTION i
The term Data mining simply means extraction of informulioril
from the huge volume of data. It follows three main stages:
Preprocessing, Data mining algorithms, Evaluate Patterns[19].
Each phase main concern is to protect the sensitive data but not at
the cost of utility of data. Application of Privacy preserving Datg
mining algorithms (PPDM) [12] primary task is to get pertinent
information from large datasets while protecting lhoughtfql
information. Real world applications always have information that
is sensitive e.g. bank transactions and medical records. PubliF

disclosure of these records can have serious consequences of |

privacy. Various privacy preserving techniques are available but
they have some bottlenecks too.

Transactional  [Levell

Data

Data Mining

Algorithms Leyel2

Patterns

Level 3

Fig 1.1 PPDM Framework

ICIA-16, August 25-26, 2016, Pondicherry, India
© 2016 ACM. ISBN 978-1-4503-4756-3/16/08...$15.00
DOI: http://dx.doi.org/10.1 145/2980258.2980345
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Usefulness of the data is reduced when privacy preserving
technique applies some kind of transformation on the data. PPDM
techniques are also context dependent i.e. certain data values are
private or certain classification rules and associations are private,
Data mining methods not only discover valuable information but
it is vulnerable to misuse. The purpose of this study is to find out
what will be the effect of randomization on data mining
algorithms and pattern evaluation.
PPDM framework is discussed [10] in which various stages have
been explained. Collection of raw data imported from multiple
databases, data marts and data transformed into some suitable
format which may useful for analytics. Privacy concefns are
required also at data collection stage. In second level Various
processes i.e. blocking, suppression, perturbation, modif cation,
generalization, sampling .anonymization etc. can be applied to
sanitize the data[6,14]. The basic advantage of this stage is that
after this data can be revealed to untrustworthy data miners. To
discover the knowledge from processed data mining algorithms
are applied .In the last stage information which is revealed is
going to be checked towards risk disclosure.

2. PREVIOUS WORK
Jaideep Vaidya, Chris Clifton[1] discussed the possibility pf large
scale data mining without violating the privacy issues of data.
Data perturbation methods and Secure Multiparty computation
discussed in essence the various trade-offs among i.c. efficiency,
privacy, accuracy and security depending on what kind of
approach we have chosen.
Lei Xu, et al [2]discussed growing popularity of data| mining
technologies is bringing threat to the security of individual’s
sensitive information and  how to protect that  gensitive
information from individual. They identificd various types of
users involved in whole data mining process i.c. data provider,
data collector, data miner, and decision maker. There arel various
privacy concerns which relate to every type of user and| various
methods that can be adopted to protect sensitive information.
A. K. Upadhayay et al[3] mentioned privacy preservation which 1S
one of the major concems in data mining process. They dé veloped
and introduced a novel ICT (inverse cosine based transformation)
method to preserve the privacy before sending it to any data
mining task analysis. This technique ‘privacy preserved K-
clustering algorithm® (PrivClust) is developed by embedding K-
means clustering algorithm with ICT. While designing this
algorithm the most important thing was (o preserve privicy with
clustering tasks as well. Their analysis showed that this algorithm
efficiently preserves the sensitive information with valid cluster
resulls.
Chris Clifton et al [4]focused on the thing that sharing ofldata can
be reason of privacy disclosure and if knowledge discovefy can be
done in proper manner then we can gel rid of this issue. In this
paper, they introduced a generalized privacy preserving ppproach
for vertically partitioned data that is distributed over twa or more
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Abstract ’ !

f the human life and this will result with

: ¢ Al Szl
With the advancement in the technology, communication becomes a very essential part @
her but with infrastructure less network.

the new emerging technologies like MANETS where users can communicate with each o
MANETs are the dynamic network where topology can change with respect toltime. So, the network topology becomes
unstructured and node enters or leaves the network according to their need. As per considered a dynamic network, it is very
difficult to maintain routing and transmission processes in this type of netwvorks. Also there is a lack of security in this network
because MANETS are vulnerable to various attacks. So, there is a need to oyercome ‘these challenges. In this paper, various
challenges related to routing and security has been discussed with description of vnrousf attacks. The main focus of this paper is
to discuss the previous scheme and also their weaknesses which will help to generate nesy best solutions for the same.

©2017 The Authors. Published by Elsevier Ltd. Peer-review under responsibility of the organizing committee of SP-CRTPNFE
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classified as wireless and wired. In wireless

The collection of interconnected node is Known as network which is
ess. The wireless network reduces the

network the nodes of network are associated by the links which are wirel

costly process of using cabling as compare to wired network So installg ion process becomes quick and cost

effective and it became very easy o connect computer anywhere in home ilh:oul the use of any wire [36]. During

wireless communication the information transferred between two nodes without any electrical equipment. Wireless

technologies commonly use radio waves to share information between two d’z:vilccs. Y
i
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Abstract |

|
The focus of this paper is to discuss the previous scheme and also their weaknesses which will help to generate new

best solutions for the same. In this we used secure multi-server password authenticated key agreement scheme using
discrete logarithm mapped elliptic curve cryptography. It provides more stcu rity over RSA. Using a smart card
together with a user's preferred password, the log-in request message is transmitted securely and the verification can
be performed easily. Similarly we have used Discrete Logarithm mapped ECC. In the proposed scheme, both the
combiner and the secret share holder can verify the precision of the information that they are receiving from each
other. Therefore, the proposed scheme is secure and ef ficient against notorious conspiracy attacks.
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In a network environment, when a user requests a server's service, he must pass examination of user authentication.
Through this user authentication process, the ever can determine if the use‘]r can use the provided services and the
exact access rights of this user in these services. When a user uses a service in a server, the transmitted messages

between the user and the server must be kept secret. They must negotiate a session key to be used for protecting
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Abstract--In the current world when entire web contains {
most of multimedia data then protection of that data is |
our major concern. Different techniques are discovered i
and developed from time to time to encrypt and decrypt |
the images for making them more secure. Most of the
encryption technique uses secret Kkey to prevent the data
from an unauthorized access. In this paper, we study |
different research papers on various encryption and

steganography techniques. Encryption and |
steganography techniques provides security of images;
from intruder . {

Keywords--- Symmetric_key; Asymmetric key; Image’
Encryption; Image Decryption; Security; Cryptography |

I. INTRODUCTION
Network security is an crucial
communicating and transferring the data from one
public network to another. Steganography &2
Cryptography are techniques used for network
security. Steganography is an encryption lcchniquef
that can be used along with cryptography as an cx[ra-j
secure method in which to protect data/
Steganography techniques can be applied to images,
a video file or an audio file. Typically, howcvcr%
steganography is written in characters including hash
marking, but its usage within images is also common;
At any rate, steganography protects from pirating
as  well as aiding m

factor iné

copyrighted materials

unauthorized viewing. L
Cryptography involves creating written or generated
codes that allow information to be kept secrct‘_. !
Cryptography converts data into a format that 1?
unreadable for an unauthorized user, allowing it to be |
transmitted without unauthorized entities decoding it
back into a readable format, thus cOmpromising lh;e
data. {

: 5 1]
Information security uses cryptography on scverﬂxl !
levels. The information cannot be read without a key
|

{

Raman Kumar
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to decrypt it. The information maintains its integrity
during transit and while being stored.

II. CRYPTOGRAPHY
Public Key Encryption: Public key encryption, |in
which a message is encrypted with a recipient's
public key. The message cannot be decrypted |by
anyone who does not possess the matching private
key, who is thus presumed to be the owner of that
key and the person associated with the public key.
This is used in an attempt to ensure confidentiality
Private Key Encryption: Here, one single key is used
for encryption and second key is used for decryption.
Both the senders and receiver share the same keyt If
the sender encrypts the message by one key then
receiver decrypt the message by the same Jey.
Systematic key management or the transfer of key is
a major concern while using private key encryp [ion

[2].
B B
‘ Plaintext i i Ciphertext i , Plaintext E}
; 2
Sender Encrypt Decrypt Reciplent
Ditferont keys aro used 10
ancrypt and decrypt l
.l,.""(:‘(: )
Reciplont's Roclpiont™
Public Private
Koy Koy

Fig. Working of Cryptography

III. STEGANOGRAPHY
Steganography can be referred as hiding informgtion
into another information. That means steganography
is an art of hiding one type of data into another {ype
of data. The data which we want to hide is known as
hidden data and the data in which the hidden |data
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